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Lecture — 29
TLBs and Page Fault Handling

In the last lecture we saw that in the absence of any measure the sizes of page tables can be
huge. Therefore, we studied different techniques by which the sizes of page tables can be

controlled.

This lecture we will start with the discussion on how address translation using page tables can

be made faster.

(Refer Slide Time: 00:52)

Making Address Translation Fast

* The page table is usually kept in main memory

* Each data reference should require two memory accesses
—One to access the PTE
—The other to access the data required

* Physical memory references are costly
—50 - 70 nanoseconds (say)

* To allow fast address translation
—Page table in hardware
~Translation Look-aside Buffer (TLB)

What is the motivation? As we discussed page tables are usually kept in main memory;
therefore, for each data reference we will typically require two memory accesses if we do not

take any measure.

One access of which will be to access the page table entry itself and then when we access the
page table entry we get the main memory address or we get the main memory page number
and we generate the physical address subsequent to that and then the second memory reference

will be to access the actual data that we require from main memory.
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Now, main memory references are typically very costly with respect to if we had found the
data in cache let us say; main memory accesses we said would be of the order of 50 to 70
nanoseconds; as against cache which could be around 5 to 10, 1 to 10 nanoseconds ok, around
5 to 10 nanoseconds.

And therefore, it is necessary that we take action to reduce this page table access in main
memory. Now, there are two typical strategies which are employed here. The first one is to

implement the page table in hardware and the other one is to use a translation lookaside buffer.

(Refer Slide Time: 02:20)

Page Table in Hardware

* The page table may be implemented as a set of dedicated registers
—Applicable in smaller platforms - embedded systems
—During a context switch

* the CPU dispatcher reloads these registers along with other registers and
the program counter

* to restore the saved state of a process it wants to activate.
* Example: DEC PDP 11 architecture

—16-hit logical addresses with 8 KB page size
—Page table consists of 8 entries in fast registers

* Impractical in computers with large logical address spaces
—A 32-bit computer may require millions of PTEs

When we implement the page table in hardware how do we do it? We implement the page table
using a dedicated set of registers and obviously, it is applicable for systems where the page
table sizes will typically be smaller. For example, in embedded systems. Now, during a context

switch when a new process has to be brought into the CPU.

The CPU dispatcher will reload these page table registers along with other registers and the
program counter. In order to restore the save state of a process and activated; so, basically

during a context switch what happens? The saved state of a process is brought into cache.

And what are what is the typical what do we mean by the saved state of a process? The contents
of its page table, the contents of its other registers and also the program counter.
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So, therefore, after the context switch when the process is brought into memory because we
have saved program counter known, so the process can start from the from the place where it

was previously evicted from CPU.

Now, when the page table is in hardware | have to reload all the registers in page table during
a context switch because that is part of the saved state. If the page table is in memory it is
sufficient to load the page table base register corresponding to this process. Because the page

table is in memory; I only need where in memory the page table starts.

So, therefore the page table base register only needs to be brought in during a context switch.
However, when | am implementing this page table in hardware | need to bring in the entire set

of registers which is the page table into the hardware after the during the context switch.

An example of such hardware implemented page tables is the DEC PDP 11 architecture. The
DEC PDP 11 architecture is a 16 bit small computer. So, it has 16 bit logical address space
with 8 KB page size. So, therefore, if it is a page 8 KB page size, so therefore, the offset part
of the virtual address is 213 bits. So, 21°%3, 8 KB; so, 213 bits is the size of the page offset part

in the virtual address.

So, the number of pages is just, it consumes only 3 bits; so, 16 - 13, 3 bits. So, therefore, the
page table the system contains only 8 pages and therefore, the page table consists of 8 entries
in fast registers. However obviously, such hardware implementation of page tables are
impractical for computers with very large address spaces.

For example, if we have a 32 bit computer and let us say in that computer we use 4 KB pages
for example, then I will use 12 bits for the page offset part and therefore, | will have 20 bits for

the page numbers.

And therefore, we have 210 x 219; 229 entries in the page table which is 1 million; 22°; 1
million page table entries and obviously, such very huge sizes of page tables cannot be

implemented through registers in hardware.
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(Refer Slide Time: 06:10)

Page table in hardware - Example

* Amachine has a CPU with a 32-bit address space and uses 8K pages.
The page table is entirely in hardware, with one 32-bit word per entry.
When a process starts, the page table is copied to the hardware from
memory, at a rate of one word every 100 nanoseconds. If each process
runs for 100 milliseconds (including time to load the page table), what
fraction of the CPU time is devoted to loading the page tables?

Before proceeding we take an example. A machine has a CPU with a 32 bit address space and
uses 8K pages. The page table is entirely in hardware with one 32-bit word per entry. When a
process starts the page table is copied to the hardware from memory. At a rate of one word
every 100 nanoseconds.

So, therefore, the page table is in hardware. So, we are trying to look at what is the problem for
big computers in a 32 bit computer if the entire page table is in memory. We will look at one

of the computers in addition to space.

So, the machine has 32 bit address space and it uses 8K pages; the page table is entirely in
hardware with one 32-bit entry per word 32-bit word per entry. When a process starts the page

table is copied to the hardware from memory at a rate of one word every 100 nanoseconds.

So, to copy one word from memory it takes 100 nanoseconds. If each process runs for 100
milliseconds and this includes the time to load the page table what fraction of the CPU time is

devoted to loading the page tables.
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(Refer Slide Time: 07:34)

Page Table in Hardware - Example

* Amachine has a CPU with a 32-bit address space and uses 8K pages. The page table is entirely in hardware,
with one 32-bit word per entry. When a process starts, the page ltable is copied to the hardware from memory, at
a rate of one word every 100 nanoseconds. If each process runs for 100 milliss ds (Including time 1o load the
page table), what percentage of the CPU time s devoted to loading the page lables?

* Page size = 8K = 21

* Total number of page table entries = 2% - 213 = 219 = 1024 * 512 = 524288
* Total time to load page table = 524288 * 100 / 10 = 52.4 milliseconds

* Thus, 52.4 % of the CPU time is spent loading page tables.

So, the page size is 8K or 213. So, 13 bits we consume for the page tables. So, therefore the
total number of page table entries becomes 232 — 213 which is 21; which is 21° x 2% or
524288. So, these many page table entries are there in the page table. All these have to be

copied from memory into hardware during a context switch.

So, the total time to load the page table will be what; 524288 and each of them consumes 100
nanoseconds. If you convert it to milliseconds divide by 106, we get 52.4 milliseconds. So,

therefore, 52.4 percent of the total CPU time in this case we spent loading page tables.

So, | have a time slot size in which | will execute a process and | execute a process for 100
milliseconds, for each process I give 100 milliseconds and out of that 52.4 milliseconds is only

consumed for loading the page table from memory into hardware.

So, basically I am not being able to do anything any good work other than loading the page
table from memory into hardware which is very costly. So, therefore, when the page table is in
hardware it is only possible in cases where the address space virtual address space sizes are

small and we have a small number of page table entries.
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So, then how to what is the other way around when we have large address spaces? So, how to
control the time consumed for accessing page tables and doing address translation for large

computers with large virtual address spaces?

For example, say 32 bit computers, how will we do that? We typically do that using in memory
page tables. So, we now we don’t keep the page tables in hardware. We keep the page tables
in memory itself. However; we use the property of the locality of reference of page tables. So,
therefore, here is the first point page table access page table access exhibits good locality of

reference.

So, therefore, once a page table entry is accessed it is supposed to be accessed soon again. So,
the same page because our memory references, our memory accesses tend to be clustered in
both time as well as space. So, the data that | am consuming nearby data I can | would consume
in the recent future; nearby data | will access in the recent future and the same data | may access

again in the recent future.

So, I have both temporal locality as well as spatial locality for page memory accesses. And
therefore, the same happens for page table accesses page table entries, the same page table
entries is likely to be accessed soon again. So, therefore we can use a fast cache for page table

entries and this cache is called the translation lookaside buffer within the CPU.
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So, we look up the virtual page number in the TLB. So, what do we have? We get the virtual
page number is generated by the process that is the CPU and I look up that virtual I divide that
virtual page number into the page offset part and the page number part. So, the page number
part is now floated to the TLB. So, the TLB, the TLB the stack part of the TLB contains virtual

page numbers.

So, we look up the virtual page number in the TLB. If | get a match, if | get a match with the
tag | get the corresponding physical page number from the data part of this TLB. So, the tag
part of the TLB contains a virtual page number and the data part of this TLB contains the
corresponding physical page number. So, when | get the physical page number | can access the
physical memory by adding up with the page offset which is directly obtained from the virtual

address itself.

Now, during a hit what happens? We get the physical page number and we get the and as | said

| get | can get the data from physical memory. | said the physic I said the reference bit.

So, this one R is the reference bit; | set the reference bit to indicate that in this in the in the in
the current time epoch | have referenced this page to indicate that | set the reference bit. If this
| am writing on to this on to main memory, if | am writing on to main memory | also set the

dirty bit on; So, therefore, to indicate that this page has been modified.

However, when | get a miss, if my virtual page number does not match with any of the tags
present in the in the in the translation lookaside buffer, then | have a miss in the page table ok.
If I have a miss in the page table | need to get the translation from memory from the page table.
Now, in this case there can be two distinct cases that | have a miss in the TLB, but the data is

in memory.

Therefore, the data is also in the page table and | just get the translation from the corresponding
page table entry in memory and | bring it back into the TLB and then reference the TLB again

and get the data from physical memory. Otherwise | can induce a page fault.

If the data that 1 am looking for the corresponding to the virtual page number there is this
physical page number translation this virtual page number to physical page number translation
is not there in the page table in the memory itself; which means that the page is not there in the

memory | incur a page fault.
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And therefore, then | need to find out a free page frame in the memory, bring the page from
the disk into main memory and then populate the page table accordingly and half subsequently
| need to bring that page table into the translation lookaside buffer and then subsequently when
I access | get a hit in the TLB and | get the page number from the TLB itself and you and access

the physical memory.

So, if there is a page fault; that means, that the page is not there in the memory. The CPU raises
an exception; that means, it traps the OS; it traps to the OS it generates a trap instruction and
the OS is invoked | go to the supervisor mode as the OS is invoked to service the fault in the

way as we said we will see it in more depth in the in the subsequent slides.

How if there is no page fault; that means, | load the translation from where; from the in memory
page table, from the in memory page table | bring the page table entry from the in memory
page table into the TLB and reference the TLB again; I reference the TLB again. Now, | get a

hit in the TLB and access physical memory.

(Refer Slide Time: 15:48)

Translation Look-aside Buffer (TLB)

* Typical values for a TLB Ve
—Size: 16-512 PTEs; Block size: 1-2 PTEs (4-8 bytes)
———— — [e— . —
—Hit time: 0.5-1 cycles; Miss penaTty: 10-100 cycles; 0.01%=0.1% miss rate
* Associativity w_
~Fully associative: for small TLB N4

—Smaller associativity for larger TLBs
Sy

—

* Replacement +/ 04
—LRU: expensive to implement for large TLBs with high associativity 0/
— e ——————— ——————————
—Solution:Random replacement w7

—Typically write-back: to copy reference and dirty bits back to PTE on
prdaslbailil:
replacement

+ Efficient - since TLB miss rates are expected to be small

So, a few more details with the translation lookaside buffer. Typical values for the TLB are as
follows. Typical for a TLB: the size of a TLB are of the order of let us say 16 to 512 page table
entry. So, page table entries and each such page table entry could be 4 to 8 bytes. So, therefore,
TLBs are typically small in size. The block size for a TLB is 1 to 2 page table entries and if a

page table entry is let us say 4 bytes; so, 2 page table entries; therefore, mean just 8 bytes.
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The hit time of a TLB is very fast typically of the order of 0.5 to 1 cycle. A miss penalty would
result in what? Would result in going to the lower level of memory and therefore, I it will be
around 10 to 100 cycles. Why, why this big difference? Firstly, because different architectures
can support different and different access times and a miss penalty for corresponding to TLB
miss, | may get the data either in the data cache for the corresponding TLB entry or | may not
have the data corresponding to the TLB entry in the data cache. In that case the TLB entry must

be brought from the memory itself.

So, therefore, there can be two possible cases when | have a miss and | want to get the page
table entry into the TLB. And typical miss rates for a TLB are of the order of 0.01 to 0.1 1
percent. So, therefore, the locality of reference for corresponding to TLB entry is typically very

high and so, smaller TLBs suffice. So, it’s around 99.9 percent to 99.99 percent is the hit rate.

The associativity of a TLB: TLBs are very often implemented in a fully associative fashion;
which means that all the entries of the TLB; So, which means that because the TLB is small, |
have the option because the TLB is small what happens is that; when it is fully associative the

page table entry can be brought in to any entry of the TLB ok when it is fully associative.

| don’t restrict the page table a page table entry to go into certain specific locations in the TLB.
The entire page table all entries in the page table can hold any all entries in the TLB can hold

any page table entry when it is fully associative.

The drawback is that | when it is fully associative all the entries of the TLB must be searched
in parallel for the tag. So, therefore, the search time and also the replacement time we will as

we will see later becomes high and therefore, the cost of a fully associative TLB is high.

And this is affordable for small TLBs; however, when the sizes of TLBs grow, we nowadays

we have a higher sizes of TLBs; smaller associativity’s are preferred as we understand why.

Replacement strategies how do we replace TLB entries? When | do not find when there is a
miss in the TLB, | need to replace. So, least recently used TLB entry if | want to replace this is
typically expensive to implement for large TLBs with high associativity. Why? Because when
the TLB sizes are large finding the least recently used in implementing the least recently used
in hardware finding which is the least recently used at any time which entry, keeping that

account is expensive.
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How do we keep account at any time which entry is least recently used? So, therefore, | need
to maintain some kind of a clock or a queue corresponding to each TLB entry and that has to
be implemented in hardware. So, that at any point in time | can keep track of the least recently
used TLB entry.

And when the associativity becomes higher, this search or keeping this maintaining this
becomes higher. Because the number of places within, for example, when it is fully associative
any entry in the TLB can be least recently used. So, | may need to search the entire TLB. In a
set associative one, | only need to search within the set. So therefore; when the associativity is
high and when the associativity is high, it is expensive to implement for large TLBs; LRU is

expensive to implement for large TLBs, especially and when the associativity is high.

So, what is the solution? It is a bypass. What is the solution? The bypass is that we use random
replacement. | just find out a TLB and replace it randomly. | do not go for the least recently

used. For a TLB we typically implement write back instead of a write through.

So, why do we write? We copy the reference and dirty bits back into the TLB entry on
replacement. We said that when there is a TLB hit, what happens is that | may set the reference
bit, I may set the reference bit to indicate that this page table entry was referenced. | may also
said the dirty bit to indicate that that this page table this page table entry was written to this

page was written to ok.

Now, when | am replacing this TLB entry | must write back the reference and dirty bits the
values of the reference and dirty bits into the corresponding page table entry in memory. And
I and 1 do not dos this and | am using a write back means that, | don’t do this writing when |
am basically changing the reference or dirty bits at a given page table entry access. That
becomes very expensive because | have to write it back to the next level to the page table entry
in memory if | want to write through and this becomes very costly.

And as we said that the page table miss rates are expected to be small as we saw it is of the
order of 0.01 percent to 0.1 percent. So, page table miss rates are small. So, write back is very
good in this case and it saves a lot of time and the implementation is much more efficient when
we use a write back scheme instead of a write through and that is | write only during
replacement and | don’t write and | don’t write on every reference to the page table entry, every

reference to the page table.
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